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The global outbreak of COVID-19 has significantly changed the 
way we live and do business. According to CNN, the food industry is 
struggling to cope with the impact of the COVID-19 pandemic.

Introduction

The restrictions on transportation links that move food around the globe mean they are now at risk. We 
can no longer go to the grocery store and purchase everything on our list. We’re currently dependent on 
the delivery of our food and other critical items to our homes. But what about COVID-19’s impact on the 
business world? 

COVID-19 is considered to be a “black swan” event which is an extremely rare, unpredicted, and 
unprecedented event that is dramatically changing our global economy, society and history. However, a 
“black swan” event initially creates significant chaos but can be the leading factor for drivers of change for 
the longer term. Now, many companies are focused on the future by developing, revising and updating 
their Business Continuity Plans (BCPs). 

This guide will provide recommendations, best practices and templates that will enhance your business 
continuity planning process to ultimately protect your company. 
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E&Y suggests that companies will want to review 
and revise their current BCPs once COVID-19 is 
no longer a crisis. Companies are taking a hard 
look at their current BCPs to determine if the plans 
worked and if current plans need to be improved. 
But as we navigate through this crisis, many firms 
are already developing and enhancing their BCPs 
in real time and are identifying ways to tighten up 
business continuity processes to get a jump-start 
on the future.  

BCPs could have serious deficiencies that 
are due to not defining and prioritizing risk, 
to not understanding the nuances of current 
business processes, the lack of BCP governance, 
poor communication and unclear roles and 
responsibilities. During this pandemic, companies 
are hindered by too many manual processes and 
outdated business process solutions. 

Suppliers and employees need to be paid in 
order to keep going. By deploying or continuing 
to strengthen automated business processes 
such as accounts receivable, procurement and 
accounts payable, you are enabling your company 
to function as usual. Additionally, automated 
solutions for Procure-to-Pay (P2P) provide 
accurate spending data to enable accurate 
cash management. Automated order-to-cash 
(O2C) systems facilitate the customer billing and 
accounts receivable process to allow timely and 
accurate revenue recognition.

1.

2.

3.

4.

Prioritize people’s safety and continuous engagement.

Reshape your strategy for business continuity.

Communicate with relevant stakeholders including 
customers, employees, suppliers; creditors and  
investors, government and regulators.

Build resilience in preparation for the new normal. 

Ernst and Young (E&Y) recommends the following points to help focus 
on business continuity during these difficult times. 

How COVID-19 is  
impacting today’s  
business environment
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Business continuity basics
What is a Business Continuity Plan (BCP)?
The BCP is used by organizations of all sizes to detail how business will continue if a disaster or emergency 
occurs. The BCP documents all business operational functions by department, company, employee, and supplier 
information, inventory, emergency procedures, and post-disaster plans. The plan should focus on the people, 
processes and solutions that will keep your company running during a time of crisis. A comprehensive plan also 
identifies the manual processes that still need to be supported during the crisis. 

BCPs may be outdated which jeopardizes the company’s ability to continue as a viable entity. Many companies 
are finding that during this “black swan” event the following risks are created due to the lack of a solid BCP. 

 

3.1. Disaster recovery vs business 
continuity 
There is a specific difference between business 
continuity and disaster recovery. While business 
continuity planning canensure the continuity of 
operations with minimal disruption and confusion, 
some companies have just a disaster recovery 
plan. In these situations, a recovery plan will be 
defined for primary business functions, information 
systems and corporate support functions post 
disaster or emergency situation.

Balancing your planning strategies is a matter 
of priorities. If the majority of your business 
transactions are automated, you’ll need to make 
data protection your number one concern. You 
could not bill customers, pay suppliers, access your 
spending information or close the books without 
accurate data. 

Business continuity requires you to keep 
operations functioning during and immediately 
after the event. Disaster recovery focuses on how 
you respond after the event has completed and 
how you return to normal.

The company may incur a severe disruption in business 
operations if a function is not able to recover in the 
event of an unanticipated processing disruption. 
Critical financial systems may not be recovered first, 
and as a result, the company could sustain substantial 
financial loss and incur regulatory fines.

1.

2.
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3.2. Other definitions and terms 
Business Continuity Plan (BCP): These are 
the prearranged plans and procedures that 
critical business functions will execute to 
ensure business continuity during a disaster or 
unprecedented event. 

Critical application: These applications are 
integral to the company because they support 
major revenue activities, movement of goods to 
customers, a strategic manufacturing process, 
or to fulfill contractual or regulatory obligations. 
Examples of critical applications include: 
procurement, accounts payable, financial 
systems, payroll, customer and supplier support, 
order entry, inventory control, manufacturing 
resource planning, purchasing, warehouse 
control and quality assurance.

Disaster: A disaster causes a loss of resources 
to the extent that routine recovery measures 
cannot restore your company’s business 
operations within 24 hours.

Disaster recovery: The restoration of services 
following a disruption resulting from a disaster. 

Vital business assessment: This is a process 
required to determine which business functions 
and supporting applications are critical for the 
company to continue to conduct business in the 
event of a disaster. This assessment will identify 
the types of critical applications noted in the 
definition above. 

3.3. Managing a crisis 
A BCP is an essential part of a company’s risk 
management strategy. It should be updated as 
solutions, people and processes change. Every risk 
that can affect a company’s operations is identified 
within the BCP. We had no way of predicting the 
impact of COVID-19, but well-defined and tested 
BCPs are helping companies navigate during the 
crisis. A typical BCP entails:

The identification of all potential risks to the 
company and understanding how these risks will 
interfere or affect business operations.

The determination of the effect of the risk on the 
company’s normal operations.

Establishing procedures and safeguards that 
mitigate risks and offer rapid solutions.

Testing these procedures to ensure they are 
current.

Developing a methodology to test your BCP.

Constantly reviewing the BCP for effectiveness. 
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A BCP is an essential part of a company’s risk management strategy.  
It should be updated as solutions, people and processes change.

Accessing the risk and 
developing a strategy

Business continuity management refers to the 
processes and procedures that should be in place 
to ensure the continuation of regular business 
operations. The accurate identification of such 
procedures is dependent on an accurate and 
timely risk assessment. Here are some tips on how 
to perform a business continuity risk assessment.

1. Identify the risks to your company: List all  
 factors that could put your company at risk  
 and ask the question, “What can go wrong?” 

2. Analyze the impact to your company: Once  
 you’ve identified the risks that your company  
 may face, determine the types of risk by  
 business process. Could there be a financial  
 impact? Are you able to pay suppliers  
 and employees? Can you produce invoices to  
 customers? Will your supply chain be  
 impacted?

3. Update your current risk management plan:  
 Update your risk management plan with  
 the risks that you’ve identified map the risks to  
 business processes. 

4. Prepare a BCP: Think of your critical business  
 process and how you should prioritize the  
 risks that can be mitigated. Are there financial  
 processes that can be automated today – not  
 only to mitigate risk but to add efficiency and  
 reduce cost? 

4.1. Taking business continuity to the 
cloud 
Because cloud computing relies heavily on 
hardware-independent technology, it enables 
enterprises to quickly back up data, applications, 
and even operating systems to a remote data 
center (or cloud). Many automated business 
processes such as procurement and accounts 
payable are supported by cloud-based solutions, 
so business continuity is not an issue. 

When developing your BCP, identify the critical 
business processes that are supported by cloud-
based solutions to ensure that the data needed to 
run your company is available and protected.  

When selecting your cloud-based provider, 
determine the following. 

1. The cloud-based provider must arrange the  
 services provided into different categories to  
 clarify a customer’s expectations. Some  
 services are so mission-critical that they  
 require additional focus and even redundant  
 processing, additional audit trails and  
 reconciliations. 

2. The cloud provider must have the ability to  
 test recovery from a disaster. Even if the  
 company chooses not to do such tests  
 internally, there should be evidence that  
 a provider has completed an appropriate  
 assessment. 

3. The cloud provider must demonstrate no  
 single points of failure. The provider should  
 have a recovery and back-up process. As a  
 recommended best practice, the provider  
 should follow the same business continuity  
 checklists, standards and controls utilized by  
 the company. 
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The business continuity process should have 
management support, such as the Controller, 
Chief Procurement Officer (CPO), and Chief 
Information Officer (CIO). Stakeholders should 
also be identified and included in the process. 
Stakeholders are usually business process owners 
such as procurement managers, accounts 
payable management, and accounts receivable 
management. Additional considerations for the 
development of your BCP include:

Make sure that management knows that their 
total effort is needed to develop and maintain 
an effective BCP.

Define your business continuity efforts in terms 
of business processes. 

Document the impact of an extended loss of 
operations and key business functions. 

Select teams that will give you the balance 
needed to develop a proper plan. 

Develop a BCP that is easy to develop and 
easy to maintain.

Define how to integrate continuity planning 
issues into ongoing business planning and 
system development processes to ensure the 
plan is viable over time. 

Consider integrating the testing of the BCP for 
a business function into your internal controls 
programs. This will help to ensure continuous 
business continuity. 

When initiating your planning process, consider the potential impacts of 
a disaster or catastrophic event on your people, processes and solutions. 
How can you properly plan for a disaster if you have little idea of the 
likely impacts on your company for different scenarios? What happens if 
you haven’t identified critical business processes?

Having developed your BCP, it is advisable to perform an audit or test. 
This evaluation should occur not just initially, but at regular intervals.

How to ensure continuous 
business continuity

Is your Business Continuity 
Plan (BCP) working?

That’s why we suggest including the testing 
process with current internal control programs 
(See the Addendum for Recommended BCP 
Internal Controls.) This helps ensure that the BCP 
remains current, and that it stands up to rigorous 
examination. The following types of tests are 
recommended.

Walkthrough Testing.

Simulation Testing.

Checklist Testing.

Full Interruption Testing.

Parallel Testing.
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Businesses, just like life, are unpredictable. Because of COVID-19, 
the world has changed in a short period of time. Companies can’t 
anticipate every possible situation, but can be prepared by automating 
manual processes, protecting company assets and data, and by 
analyzing possible business risks. 

Going forward, companies need to always ask, “What can go wrong?” 
and “Will I be prepared for the next “black swan” event?”

Conclusion

Email
Phone
Visit

info-NA@proactis.com 
1-800-210-6602
proactis.com/us

mailto:info-NA@proactis.com
www.proactis.com/us
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Addendum
8.1. Six BCP best practices 

Dedicate and empower staff:  Be sure to include all business process owners in the development and 
testing of the BCP.

Divide and conquer: In order to ensure business involvement in the development and maintenance 
of the BCP, Martin Gomberg, CTO of A&E Television Networks, has separated business continuity 
planning and disaster recovery into two initiatives, each with its own governance and goals. 

The BCP should stand alone: The BCP should be well written so that it can be understood by other 
stakeholders and business process owners in your company. Use a template when developing your 
plan and use titles (not names) when defining roles and responsibilities. 

Align BCP with every automated solution: When an automated solution is implemented, be sure to 
validate and test its BCP. 

Tabletop tests don’t work: In addition to tabletop tests, some companies implement mock disasters 
on to a defined crisis management team, which is made up of stakeholder, business process owners 
and even board members. 

Hold post mortems and make revisions: What you do with the results of the test is a critical part of 
disaster recovery planning. Be sure to communicate and retest any revisions to your BCP.

1.

3.

5.

2.

4.

6.
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8.2. A roadmap for developing your BCP 

The business continuity planning process should encompass the steps that are needed if a disruption in business 
occurs. The following steps provide a roadmap to consider when developing a plan for your company.

Document key internal employees and backups: These are key employees that are integral to the 
function of your business processes.  A controller should identify the key employees by each business 
process. It’s important to consider back-ups.

 Consider which job functions are critically necessary on a daily basis. 

 Make a list of all those individuals with all contact information including business phone, home  
 phone, cell phone, business email, personal email, and any other possible way of contacting  
 them in an emergency situation, where normal communications might be impacted. 

Identify people that can work from home.  

Document external contacts: If you have critical suppliers or contractors, build a special contact list 
that includes a description of the company (or individual) and any other absolutely critical information 
about them – including key personnel contact information. Include in your list people such as 
attorneys, bankers and consultants. This list should include anyone that you might need to call to assist 
with various operational issues. 

Identify processes that have been outsourced: Identify your outsourced processes and how your 
business partners will be impacted if everyone needs to work from home. Ideally, your business partner 
provided a BCP when the outsourcing agreement was initiated. 

Document all manual processes and determine applicable contingencies: How can manual supplier 
invoices be processed? How can new suppliers be screened and validated manually? 

Document all automated processes: Ensure that segregation of duties (SoD) and access controls are 
in place. 

Determine critical data needs: Identify the data needed for decision making, analysis and cash 
management in a time of crisis. 

Identify critical files and documents: These include articles of incorporation, financial key supplier 
contracts, utility bills, banking information, critical HR documents, building lease papers, and tax 
returns.

Define a “How-to list” based on specific scenarios: It should include step-by-step instructions on 
what to do, who should do it, and how. (Remember people, process and solutions). Your business 
process documentation, policies, procedures and internal control processes are critical. Public 
companies can use Sarbanes Oxley documentation for this purpose. Ensure that business processes 
are assigned to a “lead” person as suggested in step one. Processes with a high risk factor and 
significant financial impact should be prioritized. 

Consolidate the components of your BCP: A BCP is useless if all the components are scattered all over 
the company or within their siloes. 

Communicate: Make sure everyone in your company is familiar with the BCP. Hold mandatory training 
classes for all employees. Ensure that employees are familiar with video communication solutions and 
can use these solutions to communicate on a daily basis. 

Test the plan: All BCPs should be tested to make sure all the key components have been identified and 
the plan can be executed.

Plan to change the plan: No matter how good your plan is, and no matter how smoothly your test 
runs, there will be opportunities for improvement. 

Review and revise: Every time something changes, be sure to update your BCP. With all the changes in 
technology and process automation, it’s important to ensure that the plan is never outdated. 

Consider next steps: Consider the next steps for recovery and identify what needs to happen to bring 
the organization, region, country, or division back online.

1.

2.

4.

7.

11.

14.

3.

6.

10.

13.

5.

9.

8.

12.

15.
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8.3. Five recommended internal controls for your BCP

Recovery priority: Business process owners must classify their recovery priority. The priority 
assessment should include the following:

 Conduct a vital business assessment to quantify the risk in terms of dollars, production volume, or  
 other measurable terms due to partial or total loss of processing the application.

 Assess the lead-time between loss of application processing and adverse impact on operations  
 as part of determining acceptable down-time. 

Alternative processes and facilities:  BCPs must include the following: 

 A determination of the most effective alternative processing method for both critical and non- 
 critical applications. Alternatives include:
 -  Processing at a third party.
 -  Processing at a conditioned site maintained by a recovery site supplier’
 -  Not processing applications until company operations are restored. 

 A plan detailing technical and business process owner requirements and special skills needed in  
 the event of an unanticipated processing disruption. 

 Storage of critical records, replacement forms, supplies, and documentation at another location  
 such as a home office or in the cloud. 

Documentation and testing: Detailed BCPs must be documented and tested at least annually to 
ensure recovery can be accomplished. Where tests of the full plan are found to be impractical due 
to business conditions or the cost of testing, test plans must be developed and implemented to test 
portions of the plan. Business process owners must participate in the test to certify business recovery 
capability.

Annual review of disaster recovery plans: Business process owners must review and update their 
BCPs at least annually or more frequently when significant changes are made to the applications or 
business process. 

Recovery time targets: Owners/Service providers responsible for developing business continuity  
arrangements must specify and publish to users the target times for recovery of:

 Mission critical functions.

 Normal business operations.

1.

2.

4.

3.

5.
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