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The P2P process is the coordinated and integrated action taken to fulfill a requirement for goods or 
services in a timely manner at a reasonable price. It involves a number of sequential stages, ranging from 
need identification to invoice approval and supplier payment.  The steps in the P2P process need to be 
executed in a strict order as depicted in the diagram below.

Purchase-to-Pay (P2P) is a term used across all industries to designate 
a company’s sourcing, procurement, accounts payable and payment 
processes. P2P systems and data enable the integration of the 
purchasing department with the Accounts Payable (AP) department. 
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The potential for failures in the P2P process resulting in business losses and operational disruptions is 
a usual definition for risk according to ISO31000: 2009 Risk Standard. A diagram of this standard is 
provided below. 

About Risk Management

The ISO3100 Risk Management Framework
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According to ISO31000, a defined risk management model will allow your company to:

Effectively achieve its key business objectives.

Oversee the entire risk management process and react to the “red flags” within a specific process are 
indicators of risk.

Ensure risks are managed proactively in specific areas and activities such as the P2P process.

Gain assurance about the effectiveness of your company’s risk management processes by enhancing 
and automating business process that include the P2P cycle. 

Successfully respond to change in a timely manner.
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As a key component of our risk management model, we assess and identify areas of risk so that can be 
acted upon and remediated in a timely manner. Some general “red flags” that can indicate risk in the P2P 
cycle include:

The same employee can set up a supplier, order, receive and approve payment for goods or services.

Buying too much of one item, or buying inappropriate items that are not applicable to business needs.

Continued acceptance of low quality or non-compliant goods or services.

Invoiced goods or services cannot be located in inventory records.

No receiving report for invoiced goods or services.

Questionable or no purchase order (if required) for invoiced goods or services.

Invoice prices, amounts, item descriptions or terms exceed or do not match:  
•  Contract terms. 
•  Purchase order. 
•  Receiving records. 
•  Inventory or usage records.

Major discrepancies between the invoice and supporting documents.

Total payments to a supplier exceed total purchase order or contract amounts.

Employees posing as suppliers.

Supplier address is a mail drop.

Splitting purchases to avoid additional signatures required by policy.

Hiding a rogue or out of policy purchase.
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There are ten P2P automation solutions that may be implemented to 
improve internal controls, meet regulatory compliance requirements 
and mitigate risk. As additional benefits, these automation solutions 
greatly improve the P2P process which can reduce cost, provide “real-
time” access to supplier data and reduce buyer and supplier friction:

How do internal control 
professionals auditing P2P 
determine the automation 
solutions to mitigate risk?  

1.  Supplier portals: 
Supplier portals can be used to validate 
supplier information before it is entered into the 
supplier master file.  Supplier information can 
be validated against the Office of Foreign Asset 
Control (OFAC), Office of Inspector General 
(OIG), and other compliance lists.  Using a 
secure portal, a supplier can provide key tax 
documents such as the W8 and W9 which can 
be validated with the IRS (US Internal Revenue 
Service) and other tax authorities. The W8 form 
is the Certificate of Foreign Status of Beneficial 
Owner for United States Tax Withholding and 
Reporting (Individuals) and the W9 form is the 
Request for Taxpayer Identification Number 
and Certification. Lastly, a P2P professional can 
request additional records to support the validity 
of the supplier and the supplier management 
process.

  Risks mitigated 
Suppliers are automatically validated 
before they are entered into the supplier 
master file. 

Scam” and “at risk” suppliers can be spotted 
with validation rules contained in Supplier 
portals. 

Compliance checks, and W8 and W9 
validation reduce the risk of fines and incorrect 
tax information which could result in penalties

A sound upfront supplier validation process 
reduces the risk of an employee intending to 
act as a supplier. 

Documentation supporting the validation of 
the supplier is obtained within the onboarding 
process. Besides tax forms, insurance forms, 
ePayment information, diversity, and supplier 
profile information can be gathered in a single 
process. 

2.  eProcurement solutions: 
An eProcurement solution includes the ability to 
issue Purchase Order Requests and Purchase 
Orders and build a corresponding approval 
workflow electronically.  This eliminates the 
extra work needed to manually circulate a 
PO from one approver to the other.  With an 
eProcurement solution that is integrated with an 
enterprise resource planning (ERP) system, the 
supplier master file, chart of accounts and other 
variables are used to support the three-way 
matching process within the accounting module. 
This facilitates greater accountability and 
reconciliation of orders, invoices and provides 
organizational and supplier spend for accurate 
and timely decision making. 

 Risks mitigated 
Requisitions and Purchase Orders are 
created electronically, removing the risk 
of errors made in the manual data entry 
process.

Direct integration with an ERP system 
supports the three-way matching process 
and removes the risk of any clearing 
account reconciliation issues.
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3.  eInvoicing solutions: 
eInvoicing makes the process of handling 
supplier invoices easier, faster and more 
productive.  eInvoicing is one of the key enablers 
of a fully automated Accounts Payable function. 
Companies around the world are adopting 
eInvoicing to streamline operations, eliminate 
waste, and unlock the working capital value of 
innovative payment strategies.

 Risks mitigated 
eInvoicing eliminates the risk of processing 
a duplicate invoice, paying an incorrect 
amount, or paying the invoice to an 
incorrect supplier. 

Removes possible financial exposure for 
the company since invoices are paid more 
accurately.

Also reduces the risk of fraud and builds in 
Segregation of Duties (SoD) controls.

4.  Purchase Order (PO) to Invoice conversion 
solutions: 
This technology allows a buying organization to 
send a PO electronically to a supplier and then 
allows the selling organization to convert the 
purchase order into an electronic invoice.  The 
seller can then submit the invoice immediately 
back to the accounts payable organization. 
The resulting invoice will be a duplicate of the 
original purchase order.  

 Risks mitigated 
Eliminates the risk of processing a duplicate 
invoice, paying an incorrect amount, or 
paying the invoice to an incorrect supplier. 

This automation solution also reduces the 
risk of fraud and builds in Segregation of 
Duties (SoD) controls.

Speeds up the approval time and can 
improve working capital management 
since there are now more opportunities for 
early payment discount.  

Lastly, the approval status of an invoice 
can be shared with a supplier as part of 
this automation solution. This alleviates the 
need for supplier inquires and can improve 
supplier satisfaction. 

5.  Document management, Invoice scan and 
data capture: 
A document management system is used to 
track and store electronic documents and/
or images of paper documents. It is usually 
also capable of keeping track of the different 
versions modified by different users. The term 
has some overlap with the concepts of content 
management systems. It is often viewed as a 
component of enterprise content management 
(ECM) systems.

 Risks mitigated 
Eliminates the risk of processing a duplicate 
invoice, paying an incorrect amount, or 
paying the invoice to an incorrect supplier. 

This automation solution also reduces the 
risk of fraud and builds in Segregation of 
Duties (SoD) controls.

6.  Automated matching solutions: 
Automated three-way matching provides 
an immediate match of the invoice, purchase 
order, and receipt when using a related 
Accounts Payable automation solution. The 
user establishes specific business rules for the 
matching process and reviews resulting audit 
trails to ensure the process is working. The user 
is also responsible for resolving any exceptions 
that may occur to determine if business rules 
need to be addressed.

 Risks mitigated 
Automated matching performs the three-way 
with no human intervention reducing the risk of 
error and improper matches. 

Reduces the risk of paying an erroneous or 
duplicate payment. 

Improves the invoice cycle time process and 
reduces processing costs.

Provides data accuracy based on user defined 
matching rules. 
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7.  Automated Workflow approvals: 
In an automated workflow approval process, 
the invoice approval process is linked to your 
company’s Delegation of Authority (DoA) policy. 
The invoice approval process is completely 
automated, based on defined rules via workflow. 
The workflow determines if an invoice needs 
approval; who the appropriate approvers are; and 
in what order approvers should approve payment 
of the invoice. The workflow then sequentially 
asks each approver in the approval list to approve 
invoices online. For example, you can define a rule 
so invoices over $100,000 (or a specific amount 
designated in your DoA policy) require CFO 
approval and then CEO approval. 

  Risks mitigated 
An automated workflow can be linked to the 
employee master file in which approval levels are 
automatically updated when an approval moves 
to another department with notification.

Reduces the risk of fraud since there is no 
opportunity for manual manipulation. 

Escalation processes can be built into the 
workflow to link to the Delegation of Authority 
(DoA) policy and tables. 

8.  ePayment solutions: 
If your company is paying more than 50% of 
invoices by check, it’s way too many, so you should 
consider paying your invoices by ACH, or P-Card. 
Consider the cost of issuing the check, postage 
fees, resource fees, reconciliation costs, and the 
risk of check fraud.  The ePayment process also 
includes the use of ACH supplier remittances rather 
than issue a separate manual remittance for an 
invoice payment. Additionally, if your accounts 
payable department is faced with ongoing 
escheatment issues due to uncashed suppler 
checks, besides looking into ACH and P-Cards for 
your payment process, consider outsourcing your 
payments process to a third party. 

  Risks mitigated 
The ePayment process reduces risk and 
enhances internal control for the P2P process.

The use of ePayment reduces check fraud, check 
reconciliation issues, and escheatment process 
challenges.

The use of ACH remittance in the P2P process 
ensures that the invoice details are properly 
applied.

Besides obtaining significant rebates as more 
suppliers settle with P-Cards, one of the 
advantages to using a P-Card is that the buyer is 
making a deferred payment. 

Accounts payable can pay their supplier using 
a P-Card at any point during the payment 
term and settle with the card issuer 30 to 60 
days later.

9.  System Access Verification tools: 
Systems Access Verification tools can provide 
real-time monitoring and proactive enforcement 
to Segregation of Duties (SoD) policies. Such 
tools can anticipate a system access conflict 
before it arises and can even prevent an 
assignment of a role within an application that 
could compromise the P2P process or put the 
company at risk.  

  Risks mitigated 
System Access Verification tools can prevent a 
fraudulent transaction from being processed 
within the P2P process. As an example, an 
individual cannot set up a supplier in the 
supplier master file, pay that supplier and void 
the transaction with proper system access 
controls in place. These are referred to “intra” 
SoD controls.

These tools can also catch an “extra” SoD 
conflict in which an employee from another 
department may attempt to process an 
unrelated transaction. An employee in 
accounts receivable may try to process a 
fraudulent accounts payable transaction. 

10.  Accounts Payable self-audit tools: 
The goal of any Accounts Payable department 
is to pay a supplier “once and only once.”  
Rather than have a third party or external 
audit firm identify a control weakness, many 
companies have worked with a solution provider 
to implement a self-assessment process that 
identifies a possible duplicate payment before 
the payment is initiated. This software considers 
“fuzzy” logic algorithms that flag a potential 
duplicate or erroneous payment. 

  Risks mitigated 
A self-audit tool can often be included in a 
company’s internal control program as a 
continuous control monitoring (CCM) initiative. 

Duplicate and erroneous payments are 
prevented before the cash is disbursed 
improving the company’s working capital and 
cash flow position. 

Process improvements and improvements to 
internal control programs can be made in a 
real-time environment. 



08

Conclusion
In summary, automating your P2P processes and having these tools in one integral solution is driving a 
significant layer of protection to help prevent:

Duplicate or erroneous payments are reduced. 

Discounts due to the company are identified and taken which helps to increase cash flow and working 
capital. 

New payment process can be quickly identified which include Supply Chain Financing (SCF). SCF is 
defined as reverse factoring and is a set of solutions that optimize cash flow by allowing businesses 
to lengthen their payment terms to their suppliers while providing the option for their large and SME 
suppliers to get paid early.

Credit memos are properly processed and accounted for. 

Accruals are accurately accounted for which can help to speed up the fiscal closing process. 

There may be a reduction in all the checks and balances that are needed to support a manual P2P 
process.  

Potential process improvements can be identified since automation can better accommodate P2P 
metrics and analytics since data is accurate and more readily available. 

Internal control issues are reduced since manual processes aren’t causing so many process issues. 

Supplier data is more accurate and readily available manner in an automated environment. 

https://www.ungm.org/Areas/Public/pph/ch04s01.html

https://procurementclassroom.com/checklist-of-potential-risks-in-the-procurement-process/

https://www.oecd.org/governance/procurement/toolbox/search/indicators-procurement-risk.pdf

https://chapters.theiia.org/louisville/News/ChapterDocuments/Purchasing%20Materials%20and%20Supplies%20Business 
%20Risks%20and%20Controls.pdf

https://www.americancityandcounty.com/2z010/08/01/managing-risk-in-the-procurement-process/
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