
 

Is it Possible to Achieve 
Total Fraud Prevention? 

Conclusion

For most Purchase-to-Pay (P2P) and Accounts Payable (AP) 
operations, it is virtually impossible to manually screen each 
supplier or invoice for fraudulent trends and anomalies, 
especially in “real time", to catch errors before the 
disbursement is made.  

The greatest potential for fraud can be found within the smaller 
dollar-valued invoice and this can be the largest volume of 
invoices in most companies. Lower spending limits is where 
you’ll find the largest number of suppliers and invoices.  This 
means effective supplier risk and fraud detection sampling will 
require an analysis of a relatively large data set which can be 
time-consuming, expensive, and beyond the reach of most of 
us.  Technology can support continuous controls monitoring 
(CCM) process and can fill in the gaps that a manual controls 
process may miss. 
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The best approach in preventing supplier fraud is to be proactive using early detection 
techniques so you can prevent significant losses.  This means establishing strong internal 
controls as you set up suppliers and monitoring of your Accounts Payable activities on an 
ongoing basis. Keep in mind, though, that internal controls aren’t sufficient in and of 
themselves.  While they are a critical and necessary step, they can be easily side-stepped 
by an employee who gives in to temptation or by a dishonest supplier who is skilled at 
beating the system.  

Consider adding continuous monitoring to your arsenal to help you catch fraudulent 
activity that your internal controls program can’t eliminate. By taking a proactive 
approach and continuous monitoring approach to combating supplier fraud, you can help 
your company operate more profitably, while raising both the visibility and importance of 
your team.

For more information about how 
Proactis can help with fraud prevention, 
contact us today: 

 

Visit proactis.com/us
Call (757) 283-9797

 

Email info-na@proactis.com

The role that technology can play
Increasingly, companies are turning to new cost-effective software applications that 
provide continuous monitoring of all data – not just a sample – and highlight problems 
before a disbursement is generated and revenue is lost.  These systems are specifically 
designed to analyze your supplier database and invoice activity for a variety of high-risk 
characteristics.   Reports can be generated on a daily basis (or any other interval you 
choose) so that you and your staff can follow up on suspect transactions.  

You can use automated tools in two ways.  First, you can perform a retroactive audit to 
uncover prior fraudulent activity.  And, in addition, you can run your fraud prevention 
application on an ongoing basis after invoices are entered, but before the disbursements 
are generated. 

Information is power, and that’s certainly the case with supplier fraud.  If the reports you 
generate point to systemic AP process weaknesses, you have the data you need to shore 
up your internal controls.  If the data highlights concerns about specific suppliers, you have 
the data you need to investigate them and determine whether you’ve uncovered fraudulent 
activity.

Automating supplier fraud detection also helps you better meet Sarbanes-Oxley 
regulations by demonstrating to independent auditors your accountability and 
commitment.  This approach also shows that you have an ongoing, proactive commitment 
to shoring up the accountability of your operations.

Best Practices:  
What to look for in a technology solution

If the time is right for your company to add automated tools to its arsenal, look for a 
supplier that adheres to industry best practices and can help you get the most out of your 
new investment.  

One caution as you begin your search:  There are many popular (and costly) enterprise 
resource management solutions on the market that are increasingly used to support AP 
operations.  But, don’t be lulled into thinking such systems are enough to help you uncover 
and prevent fraud.  If you do a bit of digging, you’ll find they simply aren’t set up to do so 
and don’t have the in-depth capabilities required.  

Instead, start by finding a firm that specializes in Accounts Payable disbursement audits 
and in industry best practices for supplier payments, payment recoveries, and fraud 
detection.  That means you will have a partner who is attuned to the breadth and depth of 
the fraud problem and who is well-positioned to help you address it. 

Also, consider looking for a firm that will allow you to license its fraud detection application 
directly if you choose to do so.  With direct access to tools and data, you can avoid the 
significant expense for an ongoing professional services engagement to monitor your 
operations.  

Once you’ve identified companies specializing in fraud detection, rate the automated 
solutions they offer using the following critical parameters:

1. Look for more than just a sampling tool.
Look for a cost-effective solution that continuously, routinely audits all of your data 
as part of a continuous process, rather than reviewing only a sample.  An end-to-end 
review is simply the best way to realize a significant return on your investment.  

2. Consider the range of information scanned.
Make certain your new application can analyze a wide range of supplier and invoice 
attributes right out of the box, without costly software development.  Can the software 
identify multiple suppliers who share the same address?  Can it compare your supplier 
data to lists maintained by the Office of Foreign Assets Control (OFAC), the Office of 
Inspector General (OIG), and the Bureau of Industry and Security (BIS), Interpol, and the 
FBI?  Does the provider scan for prison addresses?  Lastly, does the provider look for 
Politically Exposed Persons (PEP) to ensure that your company is not paying bribes to 
foreign officials and violating the Foreign Corrupt Practices Act (FCPA)?

On the invoice side, you should be able to automatically screen for consecutive invoice 
numbers, Benford’s Law, and whether the first payment amount is small relative to the 
average payment.  You also should be able to check for invoices with even-dollar 
amounts and for invoices issued by suppliers with no credit history or purchase orders.

3. Look for the ability to rank order results and present them in an actionable format.  
While knowledge is power, too much information can be useless.  Virtually each and 
every supplier in your database has the potential of matching to a positive hit on one 
or more of the most typical fraud parameters – but, that doesn’t mean they are all 
crooks.  If you receive a report containing reams of data to evaluate, you will find it is 
virtually impossible to analyze in time to prevent fraud. Sort the information and find 
real problems before the disbursement is generated and you’ve lost revenue.

An effective software application will examine how each supplier stacks up on a 
variety of supplier attributes and develop a “blended” score that can be used to rank 
high-risk suppliers. You’ll have a quick and easy snapshot of your high-risk suppliers 
and the percentage of your business they represent in a single, concise report – with 
information at your fingertips that will help you investigate those that hold the most 
potential to be damaging to your organization.  

4. Consider the user-friendliness of the application.  
It will do you no good to invest in a new application if it is too complicated for you and 
your team to use as a day-to-day tool in your operations.  Reports should be clear 
and understandable, and you should find it easy to tailor the application’s parameters 
to meet your precise needs.

5. Ensure the solution is able to compare employee data to your supplier data.
It is an unfortunate truth that some of the most financially damaging instances of 
supplier fraud are perpetrated by a company’s own employees.  To make certain it 
doesn’t happen to your company, select a software program that will compare 
employee social security numbers, addresses, bank accounts, and phone numbers 
against the same information in your supplier master file.  It’s a prudent precaution and 
one that has the potential to save you from a costly and embarrassing public relations 
nightmare.
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