
 

Where does P2P Fraud Occur?

Conclusion

Compliance requirements, internal controls, and segregation 
of duties are necessary in the Purchase-to-Pay (P2P) process. 
Without these processes, fraud would be rampant so, in 
collaboration with Chris Doxey, we have identified the most 
common P2P frauds? And how can they be prevented? 

Written in collaboration with Chris Doxey, CAPP, CCSA, CICA, CPC

Transparency from end-to-end along with the ability to process every invoice knowing 
its full context is necessary to avoid paying fraudulent charges. To accomplish this, data 
must think between accounts payable, approvers, and the people who receive the goods 
or services provided by the supplier. That’s why we stress segregation of duties, system 
access and delegation of authority controls. 

For more information about how 
Proactis can help with fraud prevention, 
contact us today: 

 

Visit proactis.com/us
Call (757) 283-9797

 

Email info-na@proactis.com

No matter the nature or the extent, fraud can wreak massive havoc for 
your business in terms of your finances and your reputation. Accounts 
Payable (AP) fraud is often attempted in the form of fraudulent invoices 
(sometimes duplicate invoices) being submitted for payment. This can 
happen to companies of any size.
According to the Association of Certified Fraud Examiners (ACFE)’s 2020 Report to the 
Nations, the typical fraud cases lasts 14 months before it is detected and causes a loss of 
$8,300 a month. The Association of Certified Fraud Examiners (ACFE) estimates that 
organizations lose 5% of revenue to fraud every year. The average loss per case is 
$1,509,000 and the median loss per case coming in at $125,000. See the Proactis Guide: 
How Big is the Problem? Accounts Payable Risk and Fraud. 

The opportunity for fraudsters usually arises when internal controls are weak in the areas of 
approvals, access controls, and reviews. Paper processes that encourage “after the fact” POs 
and purchasing policies that are not enforced also play a role.

Fraudsters tend to target small companies with the idea that they lack the manpower to find 
the fraud. They target large companies, as evidenced in the fraud perpetrated at Google 
and Facebook, because they hope things get lost in the madness of high volume Accounts 
Payable departments. To protect the company, Accounts Payable staff members have to be 
vigilant, otherwise they could process false charges.

For employees, fraud is usually justified as a way to “get even” if things like benefits were cut 
back or a promotion didn’t occur, and the idea that the funds are being “borrowed” and will 
one day be “paid back”. Employees who partake in fraudulent activity may be driven by 
debt, a loss of income, or the need to maintain their social status. Poor management 
practices encourage fraudulent behavior as well. See the Proactis Guide: The Big Picture – 
Defining Fraud. 

Diverting supplier payments is a simple scam that has been known to fool even the most 
competent AP team. A supplier that invoices large amounts regularly is selected.. A bank 
account is then opened in their name or rather, nearly their name.  Once the account is 
opened, it’s a simple matter to inform AP of the new bank account details. They probably 
won’t notice the minor name change and once set up, the fraudster can enjoy a few weeks 
of someone else’s money before anyone knows there’s a problem. 

Here’s a look at how and where fraud can occur in the P2P Process. 

Personality

Company and 
Organizational

Significant behavioral changes.

Adverse attitude toward internal control personnel, internal or external auditors.

Reluctance to be away from the office.

Personal problems or debts.

Change in lifestyle or spending habits.

Lack of “tone at the top” and unethical leadership.

Weak internal controls.

Internal controls are not supported by management.

Lack of fraud policy.

Lack of effective internal auditing function.

Lack of metrics or score card reporting.

Lack of follow-up or action plans.

Insufficient supervisory review or attention to daily activities.

Inadequate segregation of duties.

Management requires unreasonable productivity by employees.

Budget and cost center spending discrepancies.

Inadequate screening of job applicants, suppliers, or contractors.

General ledger does not reflect “normal” transactions.

The P2P Process

AP Process Weaknesses: Fraudsters are well aware of process weaknesses. 
Fraud can often occur by employees responsible for the accounts pay process as 
evidenced by the case studies provided in Guide 4 – Case Studies in P2P Fraud. 
Watch for:
 •  Excessive voids or refunds.
 •  Old outstanding checks on bank reconciliations (Escheatment).
 •  Adjusting entries made without formal approval.
 •  Payments payable to individuals in large, even sum amounts.
 •  Invoices are not submitted using a standard format.
 •  Supplier address same as employee address.
 •  Unusual number of payments to one payee or address.
 •  Unusual dates or amounts.
 •  Clearing accounts are not reconciled.

Outlier Purchases: Any change in pricing and frequency by the buyer or supplier 
warrants a closer look. Outlier purchases can signal an error or potential fraud. 
Watch for:
 •  Sudden increases in purchases from one supplier.
 •  Buyers processing POs for suppliers outside their normal responsibilities.
 •  POs for vague or poorly defined services including “blanket orders”.
 •  Sequential purchases, particularly those that are followed by change orders.

Order Splitting: Splitting large orders across multiple POs that will not attract 
attention is a red flag. Split purchases circumvent requisition and buyer approver 
controls in place to prevent out-of-compliance purchases and, in the worst cases, 
allow fraudsters to fly under the radar. Look for:
 •  Multiple POs to one supplier in the same or similar amounts from the same 
  requesting group.
 •  Identical items purchased in different amounts simultaneously or within short 
  periods of time.
 •  POs split by type of work (e.g., one purchase order for labor and another for 
  material).
 •  Recurring purchases that fall just under review/authorization thresholds to 
  avoid the scrutiny required for larger purchases.

Shell Companies: A fake entity created by the fraudster is used to bill the 
organization for fake services. Fraudsters in this scheme rely heavily on phony 
POs to perpetrate the fraud. Watch for:
 •  Unfamiliar suppliers or variations on an approved supplier’s name.
 •  Suppliers that only have a post box address.
 •  Supplier addresses that match employee addresses.
 •  Repeated use of a one-time-supplier record for the same address.

After-the-fact POs: When a PO is being issued after the transaction occurred 
and the supplier has submitted an invoice, the transaction warrants further 
investigation. Typically, an after-the-fact PO indicates a requisitioner, buyer, or 
supplier that is operating out of policy, but not necessarily maliciously. Look for:

 •  Invoices that predate POs.

 •  POs that have been amended after invoices have been submitted.

 •  Suppliers issuing invoices with missing or improper PO numbers, or verbal POs.

Personality, Organizational, 
or Process Areas
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