
 

Case Studies in P2P Fraud: 
What Went Wrong?

There are many examples of how criminals have taken 
advantage of common Purchase-to-Pay (P2P) and Accounts 
Payable (AP) processes and practices. Here, we look at how 
you can avoid falling victim to a similar hoax. We’ll analyze 
three case studies to determine what went wrong and how to 
prevent the fraud from recurring. 
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Case 1:  Google and Facebook

The Fraud Scheme: 
Phishing, “Spoofed” Emails, Phony Invoices and Money Laundering.

The Case: 
The U.S. Department of Justice portrayed the crime as a fraudulent 
business email compromise (BEC) attack, but it’s worth noting that the 
victims aren’t small businesses, they’re sophisticated, well-established 
companies with mature business processes and state-of-the-art 
procurement and ERP systems. So why did they fall for this scheme?
From 2013 to 2015, Rimasauskas orchestrated a combined phishing and invoice scheme 
targeting Google and Facebook, which confirmed to NPR that they were the companies 
referred to by the DOJ as “a multi-national technology company” and “a multi-national 
online social media company.”

According to the 2016 indictment filed in the U.S. attorney’s office, Rimasauskas registered 
and incorporated a company with the same name as Taiwan-based electronics manufacturer 
Quanta Computer, which supplies computer hardware to major tech companies. He then 
proceeded to open bank accounts in the company’s name in Cyprus and Latvia.

Using a fairly common phishing practice, Rimasauskas and co-conspirators sent spoofed 
emails designed to look like they came from Quanta accounts to the companies’ AP 
departments. Many companies only require vendors to email their invoices to an accounts 
payable email address; there aren’t any checks in place to ensure that those invoices are 
coming from a legitimate vendor.

Next, fake emails and invoices were sent to Facebook and Google and directed unsuspecting 
employees to wire payments to the fraudulent bank accounts. And from those bank accounts 
in Latvia and Cyprus, Rimasauskas laundered the funds by quickly wiring the money into 
accounts not only in Latvia and Cyprus, but in Slovakia, Lithuania, Hungary and Hong Kong.

As some observers have pointed out, the idea that Rimasauskas “just asked the companies for 
money” sells short the scheme’s high level of sophistication. In addition to being a talented 
forger, there was clear in-depth knowledge of big companies’ internal finance operations. 
Companies like Facebook and Google use advanced invoice and contract management 
software and follow industry-standard practices such as the three-way match, which verifies 
price and unit numbers across purchases, invoices, and receipts.

The fact that Rimasauskas was able to skirt these controls indicates that standards like the 
three-way match may no longer be enough to reconcile documents and prevent erroneous 
payments or outright fraud.

The Outcome: 
Rimasauskas was eventually caught and extradited to the United States
 in 2017, where he was charged with wire fraud, money laundering, 
and identity theft, although he’s only pleaded guilty to wire fraud. 
He now faces up to 30 years in prison.
The “phony” invoices were apparently good enough to persuade Google, which is owned by 
Alphabet, and Facebook to wire a total of more than $100 million for them from 2013 to 2015, 
according to the Justice Department.

How could this have been prevented? 
1. Automation of supplier onboarding and validation controls. 

2. Use of eInvoicing with B2B integration.

3. Implementation of controls to verify bank account activity.

4. Requirement for purchase orders (POs) for all goods and services.

5. Automation of the three-way matching process. (PO, Receipt and Invoice). 

6. Implementation of delegation of authority controls with workflow for payments.

7. Requirement for all wires to be approved by AP management. 

8. Automation of internal controls and self-assessment processes.

9. Regular contract audits and implementation of supplier risk analytics.

10. Regular supplier management reviews.

Case 2:  CFO Embezzles Hundreds of 
 Thousands of Dollars from Charity 
 to Fuel Lavish Lifestyle
The Fraud Scheme: 
Embezzlement, Misappropriation of Funds, Abuse of System Access, 
Abuse of Segregation of Duties (SoD), Credit Card Fraud, Internal 
Collusion, Abuse of Executive Position and Misstatement of Financial 
Records.

The Case: 
Former Chief Financial Officer Nancy Johnson and Accounts Payable 
Clerk Tamara Azizov pled guilty and admitted using their positions in 
entirely separate schemes to steal hundreds of thousands of dollars from 
the Lawrence Family Jewish Community Center (“JCC”) located in La Jolla, 
California.
Johnson served as the JCC’s Chief Financial Officer (“CFO”) from April 1991 to April 2014, 
overseeing its $13 million annual budget. As CFO, Johnson had access to the JCC’s bank 
accounts, credit card accounts, and bookkeeping records. Johnson used her access (between 
2008 and 2014) to misappropriate $412,289.64, which she used for a variety of purchases 
including: a stay at the Grand Wailea Resort in Maui; airfare to the Bahamas; Jimmy Choo 
footwear; tickets to the ESPN X Games; and dinners at upscale eateries such as Ruth’s Chris 
Steakhouse.

As detailed in Court, at the same time Johnson was embezzling funds to pay for lavish 
vacations and designer clothing, she claimed that the JCC could not afford the numerous 
programs and activities offered to the community. In fact, Johnson ordered JCC department 
heads to reduce expenses to make up for the hundreds of thousands of dollars she was 
siphoning off from the JCC coffers. Moreover, due in part to the embezzlement, the JCC 
was forced to cut personnel in order to balance its budget.

Azizov served as an Accounts Payable Clerk from June 1989 to May 2014. In this position, 
she also had access to the JCC’s bank accounts, credit card accounts, and bookkeeping 
records. In an entirely separate scheme unknown to Johnson, Azizoz misappropriated 
$154,192.74, which she also used for a variety of purchases, including: Tom Ford sunglasses; 
$1,820 for sushi at Zip Fusion; Simone Pérèle lingerie; and thousands of dollars’ worth of 
clothing from Neiman Marcus, Nordstrom, and Anthropologie. Both Johnson and Azizov 
continued their thefts until leaving the JCC in the spring of 2014.

Johnson and Azizov were able to carry out the embezzlement by virtue of their access to the 
full range of the JCC’s financial records and accounts. On most occasions, they would simply 
use the JCC’s credit cards to make personal purchases. In order to fool the JCC’s executive 
staff, auditors, and bookkeepers, they both (without knowledge of the other) falsely 
characterized their purchases as legitimate JCC expenses. At the end of the year, Johnson 
would then allocate her personal expenses to the JCC departments that had not exceeded 
their budgets.

The Outcome: 
Two longtime employees of the Lawrence Family Jewish Community 
Center in La Jolla embezzled a total of more than $500,000 in separate 
schemes, using the non-profit's funds to keep up with their lavish lifestyle. 
As part of their pleas, Johnson and Azizov will be required to pay the JCC the funds they 
stole. Special Agent in Charge of IRS Criminal Investigation said, “The defendants 
misappropriated funds from a local community center designed to enrich the lives of those it 
served. IRS Criminal Investigation will not stand still while criminals line their pockets with 
illicit proceeds while community programs go underfunded. The defendants have 
overstepped their bounds feeling entitled to these funds.”

How could this have been prevented? 
1. Implementation of an internal controls program.

2. Implementation of a business ethics and code of conduct program and policy 
 with mandatory training. 

3. Requirement for reviews by the internal audit department or an external audit firm. 

4. Implementation of a budget process and financial reporting controls.

5. Automated segregation of duties (SoD) and system access controls.

6. Implementation of a credit card policy and cardholder user agreements.

Sources of information: 
https://www.justice.gov/usao-sdny/pr/lithuanian-man-sentenced-5-years-prison-theft-over-120-million-fraudulent-business
https://www.nytimes.com/2019/03/25/business/facebook-google-wire-fraud.html
https://www.npr.org/2019/03/25/706715377/man-pleads-guilty-to-phishing-scheme-that-fleeced-facebook-google-of-100-million

Case 3:  Accounts Payable Supervisor Who 
 Embezzled Millions of Dollars 
 Sentenced to Prison
The Fraud Scheme: 
Embezzlement, Check Fraud, Wire Fraud, Misappropriation of Funds, Tax 
Fraud, Abuse of System Access, Abuse of Segregation of Duties (SoD), 
Credit Card Fraud, Internal Collusion, Abuse of Position and Misstatement 
of Financial Records.

The Case: 
Edward Abellana worked as the Accounts Payable supervisor for Argen 
Corporation. While overseeing the metals company’s credit card accounts, 
Abellana used his access (between June 2012 and October 2015) to 
embezzle approximately $1.9 million which he used for a variety of 
purchases, including renting private jets; paying for luxury vacations to 
Hawaii, Las Vegas, and Disneyland, and paying for a trip to the Super 
Bowl and other sporting events.
For example, Abellana admitted he charged more than $70,000 to charter a private jet to 
take him, his family and friends to Hawaii. Abellana also used his position to defraud Argen 
by issuing unauthorized checks against the company’s checking account to pay for personal 
expenses. In total, Abellana admitted that he issued more than $162,000 in fraudulent 
checks.

As further provided in his plea agreement, Abellana was able to carry out the embezzlement 
by virtue of his access to the full range of financial records and accounts. On most occasions, 
Abellana would simply use the company’s credit cards to make personal purchases. In order 
to conceal his fraud, he intercepted the credit card statements and used computer software 
to alter the statements. Thereafter, he falsified the company’s books and records by falsely 
characterizing his personal purchases as legitimate business expenses.

In addition to his embezzlement scheme, Abellana filed false tax returns. He failed to report 
the money he embezzled on his tax returns for tax years 2012 through 2015. Abellana 
admitted that he owes the IRS more than $661,000 in federal income taxes.

“Edward Abellana took advantage of his trusted position at the company in order to wire 
millions of dollars for his own personal benefit,” said Acting U.S. Attorney Alana W. Robinson. 
“When a trusted employee uses federal wires to feed his own greed, he will be vigorously 
investigated and prosecuted for his crimes – not only for stealing the money, but also for 
failing to report the income and pay taxes.”

The Outcome: 
Former Accounts Payable Supervisor Edward Abellana was sentenced 
in federal court to two years in prison.. U.S. District Court Judge Janis L. 
Sammartino also ordered Abellana to repay approximately $1,952,202 to 
Argen and pay approximately $661,000 to the IRS for unpaid taxes on the 
money he embezzled from Argen. 
How could this have been prevented? 
1. Implementation of an internal controls program.

2. Implementation of a business ethics and code of conduct program and policy with 
 mandatory training. 

3. Requirement for reviews by the internal audit department or an external audit firm. 

4. Requirement for a financial officer or director approval for all wires. 

5. Segregation of cash accounting from the accounts payable process. 

6. Reconciliation of payments to cash on a monthly basis with officer or director 
 level approval.

7. Implement budget process and financial reporting controls.

8. Automated segregation of duties (SoD) and system access controls.

9. Implementation of a credit card policy and cardholder user agreements.

10. Implementation of a credit card program and reconciliation process with officer 
 or director level oversight.

Sources of information: 
https://www.justice.gov/usao-sdca/pr/cfo-embezzles-hundreds-thousands-dollars-charity-fuel-lavish-lifestyle
https://www.fbi.gov/contact-us/field-offices/sandiego/news/press-releases/cfo-embezzles-hundreds-of-thousands-of-dollars-
from-charity-to-fuel-lavish-lifestyle
https://www.baltimoresun.com/sdut-two-plead-guilty-jewish-center-embezzlement-2015jun04-story.html

Sources of information: 
https://www.justice.gov/usao-sdca/pr/accounts-payable-supervisor-who-embezzled-millions-dollars-sentenced-prison
https://www.sandiegouniontribune.com/news/watchdog/sd-me-accounts-payable-20170407-story.html
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