
 

How Big is the Problem? 
Accounts Payable Risk & Fraud

Conclusion

In order to operate on a global playing field, companies need to keep pace with 
fraud and compliance risks. On one level it means regulatory expertise in corrupt 
practices, anti-money laundering, and ‘Know Your Customer’.  

On another level it relates to buyer-supplier relationships. Compliance starts with 
the onboarding process which includes validating the supplier and ensuring that 
there are no compliance or fraud risks prior to adding the supplier to the master 
file.  Many compliance officers have established partnerships with Accounts 
Payable departments to build a series of controls to leverage anti-bribery controls, 
anti-fraud controls and other global compliance requirements. 

To achieve these objectives, the corporate payments sector has to first overcome 
several challenges, such as fragmented banking products and relationships, rigid 
and paper-based processes, lack of transparency in payments, costs of complying 
with new regulations and problems related to cross-border transactions. But fraud 
continues to be a significant issue, as reflected in these recent statistics.
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Unlike consumer payments, where the consumer is usually protected by the bank or 
company against fraudulent activity, companies and banks share responsibilities for fraud 
prevention. In situations of conflict regarding which party bears responsibility for an act of 
fraud, many times legal action is required. Court cases generally determine that the 
responsible party is the one that had the best chance of preventing the fraud. Therefore, 
companies must ensure that their internal policies, practices and controls are adequate, 
updated based on new market experiences, documented, and enforced. As noted in the 
statistics above, fraud continues to be a problem across all companies. 
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Consistent with the findings in prior years, it is estimated that organizations 
lose 5% of revenue to fraud each year.

Payment and Business Process Fraud Statistics
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Report Key findings

Median losses per case were $125,000, while the average loss per case was 
$1,509,000.

Fraud schemes were detected by tips 43% of the time, and half of those tips 
came from employees.

A lack of internal controls contributed to nearly 1/3 of the frauds reported.

Based on information in the report, small businesses are more likely to 
experience billing fraud, payroll fraud, and check and payment tampering 
fraud than large organizations.

The typical fraud lasts 14 months before detection and causes $8,300 per 
month in losses, and there is correlation between the length of the fraud 
and the median loss.

According to the survey, 81% of companies were targets of payments fraud 
last year, once again proving that no industry is immune. 

75% of organizations experienced Business Email Compromise (BEC).

54% of organizations reported financial losses as a result of BEC.

42% of BEC scams targeted wires, followed by ACH credits at 37%.

74% of organizations experienced check fraud in 2019 — up from 70% in 2018.

Nearly one-third of organizations indicated that they have not received 
advice from their banking partners about mitigating potential risks associated 
with same-day ACH credit and debit transactions.

Only 58% of respondents deemed both their anti-money laundering controls 
and their whistleblowing functions effective in detecting incidents compared 
to global averages of 69% and 66% for anti-money laundering and 
whistleblowing functions, respectively.

57% of businesses are reporting higher losses associated with account 
opening and account takeover fraud in the past 12 months, compared to 55% 
in 2018 and 51% in 2017.

86% of businesses claim advanced analytics is a strategic priority. 
Surprisingly, only 67% of businesses consider the use of advanced analytics, 
like artificial intelligence, to be important for fraud prevention and only 57% 
for identifying customers.

84% of businesses believe if they can better identify customers, then they 
will more easily spot a fraud instance.

The digital threat is compounded by emerging technologies such as 
cryptocurrency. Nearly all (91%) of the global business leaders surveyed are 
investigating or have already adopted distributed ledger technology, while 
81% are considering or already using cryptocurrencies.

More than one in three (35%) global businesses cited risk of fraud or theft 
as the primary concern when considering investing in such areas, followed by 
lack of clear regulatory oversight (29%), untested technology (19%) and 
potential involvement with bad actors (16%).

Data theft and reputational damage caused by third-party relationships 
was next on the list of significant incidents reported by global business 
leaders, with 29% of respondents affected. 

Asset misappropriation is the most common form of occupational fraud, in 
terms of frequency, representing 86% of cases in the ACFE’s study. However, 
the median loss related to asset misappropriation cases was only $100,000, 
which is significantly less than the other two types.

Corruption schemes fell in the middle, representing 38% of cases and a 
median loss of $250,000. However, corruption was identified as the most 
common scheme in every global region.

Financial statement fraud was seen in only 10% of the cases investigated; 
however, it was certainly the most expensive type of fraud with a reported 
median loss of $945,000.
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