
An invoice is a bill sent by a company or vendor that has sold a service or 
product to another company. The information contained on the invoice 
can vary based on the needs of the vendor, the type of transaction, and 
preferences of the purchasing company. 

One of the problems with invoices, particularly paper invoices, is that 
they do not always contain consistent and validated supplier 
information.  If your AP department is processing dozens of manual 
invoices at once, the risk of error increases significantly. 

This two-part tool includes: 

1. The Table of Controls 
2. The Table of Risks and Controls for Invoice Processing

These tables provide a reference for “what can go wrong” in when 
processing invoices. 

Table of Controls: 
The following table provides a listing of recommended internal controls 
that should be considered for the Invoice Processing component of the 
AP business process. These controls can be used in self-assessment 
processes to help ensure that internal controls are monitored. 

Table of Risks and Controls: 
The following table maps the risks for the Invoice Processing process 
to specific internal controls and are organized as follows:
 Process Risks: Risks that will impact this business process. 
 Recommended Policies:  Policies to consider for mitigation of a 
 specified risk.
 Internal Controls:  Controls that will mitigate the specified risk.
 KPIs: Key Performance Indicators (KPIs) or metrics to validate the 
 effectiveness of the recommended control or to measure a business 
 process component.

A Case for Automation

1. Segregation of Duty (SoD):  The AP invoice processing function must be segregated from the 
 following functions:
 a. Receiving (employees and warehouses);
 b. Purchasing;
 c. Payment Processing;
 d. Audit and control;
 e. Vendor file maintenance; and
 f. AP invoice approval.

2. Invoice Accuracy:  Prior to payment, the supplier’s invoice must be reviewed for receipt of material 
 or services, accuracy of price, quantity, currency, payment terms, and account classification and 
 distribution.  Any invoice with a discrepancy exceeding the tolerance limits or lacking reference 
 information (e.g., price, quantity, etc.) must be resolved before payment is made.  Discrepancy 
 tolerance limits, if used, must be supported by a documented cost/benefit analysis, and must be 
 approved and monitored by local operating and financial management.

3. Alternative Processes:  If alternative processes are used, such as eInvoicing, Pay on Receipt, 
 Evaluated Receipt Settlement (ERS) or Electronic Data Interchange (EDI), the procedures and 
 contracts in place to ensure correct pricing and received quantities must be documented and 
 approved by local operating and financial management. 

4. Invoice Approval:  Invoices for which a purchase order or receiving report does not exist (e.g., 
 check requests, approved AP interfaces and eInvoicing processes etc.) must be approved by 
 authorized personnel in accordance with their approval per the corporate delegation of authority 
 policy with a workflow process. 

5. Original Invoices:  Original invoices should be used as the basis for payment using the invoice 
 mechanisms identified in Control Number 4 in this table. Faxed invoices should not be used in the 
 payment process. 

6. Reason for Payment:  The reason for payment must be fully explained by the payment request 
 itself (e.g., invoice, check request if applicable), attached supporting documentation, or system 
 documentation.  This documentation must be reviewed before the request is approved for 
 payment if eInvoicing and other system validations are not in place. 

7. Duplicate Payments:  A process must be in place to detect and prevent duplicate payments.  
 Supporting documents for the payments must be originals and must be effectively canceled after 
 payment to prevent accidental or intentional reuse.  No payments should be based upon a 
 statement unless the vendor has been pre-approved for such.

8. Goods Receipt – Invoice Receipt (GR/IR):  Aged, unmatched purchase orders, receipts, and 
 invoices must be periodically reviewed, investigated, and resolved.

9. Supplier Statements:  Supplier statements must be regularly reviewed to resolve past due items 
 and open credits in a timely manner.  The currency used for statements and invoices should be 
 consistent.  Statements should be reconciled to vendors’ accounts periodically to identify material 
 issues. However, payments should never be issued directly from a statement without additional 
 research and approvals. 

10. Reconciliations:  The AP trial balance and associated clearing accounts noted in Control Number 
 8 should be reconciled (contents are known and status is current) with the general ledger each 
 month.  All differences must be resolved on a timely manner. 

11. Debit Balance Accounts:  AP should review debit balance accounts at least quarterly and request 
 remittance on debit amounts outstanding for over 90 days.   

12. Debit and Credit Memos:  Debit and credit memos issued to supplier accounts must be 
 documented, recorded, controlled and approved by authorized personnel in accordance with 
 their approval limits.

13. Debit and Credit Memo Audit Trails:  Debit and credit memos must have a unique identifier 
 (SAP assigned document number) and be traceable.  

14. Established Suppliers:  Prior to payment, AP must ensure the supplier is established on the 
 approved vendor master file. Updating access to the vendor master file must be limited to 
 appropriate personnel.  Suppliers not on the approved vendor master file must be validated 
 independent of the originating source.  

15. Liability Accruals:  Procedures and mechanisms must be in place to identify and capture all items 
 and services that have been billed but not yet received and received but not yet billed.  

16. Manual Check Request Procedure:  Procedure governing check requests should be approved by 
 management and updated regularly to reflect changes as determined by management.  Any 
 emergency checks or “off cycle” payments should be processed on an exception basis and 
 approved accordingly. 

Process: Accounts Payable 

Sub-Process: Invoice Processing
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1. Failure to follow 
 SoD processes 
 may enable an 
 employee to set 
 up a new supplier, 
 pay that supplier, 
 and cover their 
 tracks with an 
 accounting entry. 
 Purchases may be 
 stolen, lost, 
 destroyed, or 
 temporarily 
 diverted, thus 
 increasing the 
 potential for errors 
 and irregularities.

1. Segregation of 
 Duties Controls.

2. Proper Recording 
 of Purchases: 
 Purchases or services 
 may be ordered and 
 received by an 
 unauthorized 
 individual and not 
 reported accurately. 
 Additionally, 
 purchases may be 
 stolen, lost, 
 destroyed, or 
 temporarily diverted, 
 thus increasing the 
 potential for errors 
 and irregularities.

1. Segregation of 
 Duties Controls. 
2. Invoice Accuracy.
3. Alternative Processes.
5. Original Invoice.
6. Reason for Payment.
11. Debit Balance
 Accounts.
12. Debit and Credit
 Memos.
13. Debit and Credit
 Memo Audit Trails.
14. Established Suppliers.
16. Check Request
 Procedure.

1. Segregation of 
 Duties Controls .
2. Invoice Accuracy.
3. Alternative Processes.
5. Original Invoice.
6. Reason for Payment.
14. Established Suppliers.

4. Payment Issues:
 Payment may be 
 made for goods or 
 services not received 
 and/or in advance 
 of receipt. Payments 
 to suppliers may be 
 duplicated, incorrect, 
 or fraudulent.

1. Segregation of 
 Duties Controls.
2. Invoice Accuracy.
3. Alternative Processes.
5. Original Invoice.
6. Reason for Payment.
14. Established Suppliers.
16. Check Request
 Procedure.

5. Payment Data and 
 Record Keeping:
 Records may be lost 
 or destroyed. 
 Records may be 
 misused or altered 
 to the detriment of 
 the company or its 
 suppliers.

1. Segregation of 
 Duties Controls. 
2. Invoice Accuracy.
3. Alternative Processes.
5. Original Invoice.
6. Reason for Payment.
8. Goods Receipts/
 Invoice Receipts
 (GR/IR).
9. Supplier Statements.
10. Reconciliations.
16. Check Request
 Procedure.

6. Misstatement of 
 Financial Results:
 Financial statements, 
 records, and 
 operating reports 
 may be misstated. 
 Critical decisions 
 may be based upon 
 erroneous 
 information resulting 
 in the misstatement 
 of financial results. 

10.  Reconciliations.
11. Debit Balance
 Accounts.
15. Liability Accruals.

Process: Accounts Payable 

Sub-Process: Invoice Processing

Recommended PoliciesProcess Risk KPIsInternal Controls

 Segregation of Duties.

 Segregation of Duties.

 3 Way Match –
 In which the PO, 
 Receiving Document 
 and Invoice are 
 matched for pricing 
 and quantity. 

 % of First Time 
 Matches.
 % of On-Time 
 Payments.

 Segregation of Duties.

 3 Way Match.

3. Quality and 
Inventory Issues:
Rather than being 
returned or refused, the 
following goods or 
services may be 
received and ultimately 
paid for:
 Unordered goods 
 or services.
 Inventory that does 
 not meet quality 
 standards.
 Excessive quantities 
 or incorrect items.

 Segregation of Duties.

 3 Way Match. 

 New Supplier 
 Approval Process.

 Supplier Set-Up 
 Procedures.

 Supplier Validation 
 Process.

 Supplier Payment 
 Controls.

 % of First Time 
 Matches.
 % of On-Time 
 Payments.
 % of Inventory 
 Cycle Count Issues.
 % of Inventory 
 Quality Issues.

 Number of Invalid 
 Suppliers Identified.

 Number of Invoices 
 Paid by Check, P-Card, 
 Wire and ACH.

 Number and Value of 
 Payment Issues 
 Stopped per Payment 
 Run.

 Value of Payment 
 Issues by Payment 
 Type.

 New Supplier 
 Approval Process.

 Supplier Set-Up 
 Procedures.

 Data Validation 
 Process.

 Record Retention 
 Process.

 Financial Closing 
 Processes.

 Accrual Business 
 Rules.

 Number and Value 
 of Pre-Close and Post 
 Close Adjustments.

 Number and Value 
 of Monthly Accruals.

 Number and Value of 
 Outstanding Accruals 
 by Reason.

 Number and 
 Percentage of New 
 Suppliers Established 
 in the Supplier Master.

 Number of Active 
 Suppliers in the 
 Supplier Master.

 Number of Inactive 
 Suppliers (With No 
 Activity in the Last 18 
 Months). 

 Number of Suppliers 
 With Invalid  Data 
 (Returned Checks or 
 Other Payment Issues).

 Number of Invalid 
 Suppliers Identified.

 Number of Suppliers 
 Identified on 
 Compliance “Watch 
 Lists”.

 Number of Suppliers 
 Requiring Additional 
 Due Diligence 
 Verification.

 Number of SoD 
 Reviews Performed.

 Number of SoD 
 Conflicts Identified. 

 Number of SoD 
 Conflicts Mitigated.

 Value and Number 
 of Instances of Fraud.
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